Innovarpel 2025

TECHNICAL DAYS

DIGITAL TRANSFORMATION
& INDUSTRIAL CYBERSECURITY JUNE, 24 & 25
IN THE OIL&GAS INDUSTRY Rio de Janeiro, Brazil

Internal Audit Transformation Journey

Silvia Lopes Santa Isabel

Gerente de Auditoria Digital - PETROBRAS
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Auditing
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Speed of Manual
Change Analysis
Difficulty in Complexity in
keeping up with analyzing large
the speed of volumes of data
digital

transformations

s

Need for
Agility
Demands for

faster auditing
processes

@

Predictive
Insights

Need to predict
future trends and
outcomes

Challenges of Traditional

Petrobras
Context

Environment with
diverse and
complex
processes

Team
Qualification

Cultural
transformation
and development
of new skills




Who are
you in the
New Digita
Age?
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Innovarpel 2025
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(Timetine)
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2021

Agile Audit

Application of agile
concepts in the audit
process aiming at
efficiency gains and
improved interaction

2023
AUDLABS

Space for
experimentation and
implementation of
digital solutions and
dissemination of

2025

Al Solutions

RA[ — Internal Audit
Robot (intelligent
assistant)

MAIA Project (using Al

to turn images into

with stakeholders knowledge data)
("Upskilling")

o o
2022 2024
Digital Audit “Inova Al”

: Creation of the
fre.atlton of tf;elpucleus Innovation office,
O O Instrumentalize O conducting ideation

digital products for the
audit activity.

workshops (Design
Thinking)



LN
N
O
N
T
Q
<
>
)
c
=

Agile Audit
ROADMAP

AR
DIAGNOSIS BENCHMARKING  PILOT — AGILE AGILE 1.0 AGILE 2.0 AGILE 3.0
225/2020 295/2020 125/2021 125/2021 2022 2023
Focus on value delivery Customized and timely approaches

/

Incremental and constant

Flexibility from plan to o
deliveries

execution

+ Trading Prioritization through Sprints

- Enforcement
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Digital Audit

Da I
ta Intelligence Continuous Audit

A, O

>

Innovation & Digital
Products
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Data

Panels

Indicators

Tools Al Solutions
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Empresa

w PETR OBRA!

v Todos v

Aalor que | pilndo
00 milhoes 3 1 bithdo
0 » 100 milhdes

» 10 milhdes

ate 1 milhao

Tokal

Projetos paT Fase projetos por Diretoria
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i AUDLABS
N
[
Q. e Whatis it?
§ e Petrobras Internal Audit Innovation
= Laboratory
H | — * Concept

* Foster a culture of innovation

* Encourage new ideas and creative
approaches.

* Experimentation
* Implementation of digital solutions

AUDLABS 7

* Operation in Practice
* Innovation Office
* Workshops
* Pilots
e Partnerships with other areas
e Study of new technologies
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Al Solutions — Casel: Rai: The Internal Audit Robot

AUDLABS
Innovation

Intelligent assistant based on
GenAl and Al agents.

Features of Rai

Assistant tailored to the context
of Internal Audit

By incorporating intelligent
agents, Rai gains autonomy to
decide the actions necessary to
achieve specific results.

* ok ke k

Multimodal Repositories

Rai connects to 5 different
knowledge bases — auditing
standards, internal standards, IT
and Cyber best practices,
Corporate Risk Map.

Redefining the role of
auditors

Processes and analyzes large
data sets quickly.

It generates valuable insights.

Creates risk scenarios, identifies
vulnerabilities or suggests
improvements for process
efficiency




< Al Solutions — Case2: Forest Cover Analysis for Carbon Credits
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= * Advanced technology employment WYY

 Detailed analysis of forest cover ey K4 >

MAP
| N
* Contribution to risk analysis in carbon credits Sources
® Ensur'ng data accuracy o=||||=0° Public Remote Sensing
T . &Lzt Projeto MAIA - Automated Audit Image Monitoring | .
* Reliability in information o LLM (GPT-40) DT
deforestation by year for each data source

Interface

* Visual Results — iin

* Detailed maps

* Explanatory Charts

* Benefits of the approach

* Efficiency in analysis

* Wide range




Al Solutions — Case3: Brand Monitoring on Urban Roads from
Panoramic Images

* Monitoring of the Petrobras brand
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* |dentification of gas stations

e Advertising verification

Google Maps
—
Gas Station
. . .. Addresses
* Detection of irregularities and @5 i
opportunities 3"""*]’"3285 p-
* Possible irregularities }
. SSW=2 - projeto MAIA - Automated Audit Image Monitoring
IOIIO); + Identification of the existence of a gas station
y N EW O p po rtu n Itles E—Sﬁg@ LLM (G PT-40) s :gen:i:"lca:ion o: :\:]ischar;ctzrizaftioi in “
= relation to the standard provided for in the
contract
* Benefits for Contract Auditing
* Increased audit accuracy ‘"‘”‘“““:“ e —

* Improved compliance I I — =
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“Inova Al”

Foster collaboration and a culture of innovation to
generate creative solutions and tackle strategic

challenges.
Workshops
de =
Inovagado e A0
b
\Q?,
O 1
\AJ Escritorio de
b:,) =
>, Inovagdo
I_I 2
11q
INOVA Al

Efficiency of Internal Audit processes

02 Workshops
YWY 48 rarticipants
+ 45 1deas
+ 25 projects

Strategic use of data fostering Data Driven
Auditing

New technologies such as Generative Al

Analytics solutions with Machine Learning

Encontro Anual
de Inovagao da
Auditoria Interna

INOVA Ai 2025 INOVA AT

Destaques 2024
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