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Anatomy of a Cyberattack
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Attacker/Victim profile

RaaS

Works with affiliates

600 victims worldwide

Sectors: health, government and critical infrastructure

90/10 distribution: affiliates/organization

Revenue by volume

Russia, Cuba, North Korea and China.

Average victim revenue $390 million

There is a “de-encryption” guarantee

Most dangerous and fastest growing group

Sophisticated EDR evasion techniques
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How did it happen? Phishing?

Link to web / scan / RDP / brute force

Vulnerability exploitation

Lateral movement

Privilege escalation

Execution, deletion, exfiltration
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¿What was the impact? ¿Why were we attacked?

Prestige Opportunity

Deliberate 
attack Socio-Political

Affected
• IT network
• Commercial systems
• Servers
• Systems

Not affected:
• End Points
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First minutes…

Containment Turn off Internet

Hijack computers

Activate protocols

Contingency

Turn off equipment *

Inform the authorities
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Early hours...
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First Days…

Operations Must Continue

Contingency 
Systems

Manual 
Operations

Communications Logistics Financing

Eradication

Support 
teams Forensic 

analysis Cleanup Log review Password 
reset

Tool 
deployment
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First Months Recovery

•Recovery Plan
•Basic inputs (infrastructure and backups)
•Network redesign
•Tool implementation
•Prioritization of services to be recovered
•“Restoration Factory”
•Service start-up
•Service and tools procurement 
•Backup and recovery

Development Production
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Lessons Learned

Keep Calm

Education

Monitoring

Visibility

Multi-Factor Authentication

Tools, AI

USB Lock

State Art

Local keys

Backup Strategy

Credential Vault

Magnetic Tape
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Lessons Learned

Physical and logical segmentation

Information Security Management System

Roles and responsibilities

Compliance

Vulnerability Analysis

Inventory

Software update

Technological validity

Contingencies exercised

Alternate Sites

Seizing "Peacetime"
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Big Problems, Can Turn Into Big Oportunities

Never Give Up!!!
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Thanks!!
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